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Title: “Digital surveillance and the private sector” 

Overview: 

The internet is largely owned and operated by corporations rather than governments, and so the private 

sector plays two important roles in government digital surveillance. First, multinational corporations 

owning social media and other communications platforms, including Facebook, Microsoft, Alphabet, and 

others, provide data to national governments around the world based on their own interpretation of 

justifications including terrorism, public order and national security. Second, more specialized companies 

provide surveillance and analysis equipment to government customers around the world. Some of these 

companies (such as Italy’s Hacking Team, Israel’s NSO Group, and the British/German company FinFisher) 

have been subject to high-profile normative pressure and international regulation regarding surveillance 

exports to states with poor human rights records. However, they are only a small slice of a much larger - 

and expanding - industry that has taken advantage of the Internet of Things (IoT) to develop new 

commercial surveillance systems. 

This capstone project examines the relationship between digital surveillance and the private sector, 

focusing on the motivations and constraints for companies in either of the roles above: in complying with 

government data requests, or in providing surveillance equipment to governments. Participants are 

expected to choose at least one country and/or company case study for which there is sufficient open 

source information to conduct a detailed thesis-level investigation. Participants should focus on at least 

one of several issues relating to private companies and digital surveillance, including:  

- the legal and regulatory environment in Europe or elsewhere;  

- international measures to control surveillance exports;  

- moral and ethical issues in private-sector surveillance; 

- economic incentives and pressures in the surveillance industry; 

- technical features of private-sector surveillance systems. 

Procedure: 

- Deadline TBC 

- Five students will be selected 

- Applications should be sent to j.shires@fgga.leidenuniv.nl 

- Applications should be in English, and include 1) a short (1 page) motivation letter including a 

project proposal and 2) a CV including courses taken. 
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